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DISA DISCLAIMER
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The information provided in this briefing is for general information
purposes only. It does not constitute a commitment on behalf of the
United States Government to provide any of the capabilities, systems or
equipment presented and in no way obligates the United States
Government to enter into any future agreements with regard to the same.
The information presented may not be disseminated without the express
consent of the United States Government.
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DISL\\ Cloud Shouldn’tbe an Uphill Journey
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DIS[\\ Cloud Shouldn’tbe an UphillJourney
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DISA_ g\ UF- DoD Cloud IaC

Builds cloud environments through automation; takes 7 months off

typical cloud journey.
O  Partnership between CCPO and DCIO IE 4

O Baselines for both Azure and AWS (3rd CSP comingin FY22) -_—
O SupportsIL2,1L4 and IL5workloads. IL6 in work —~

; ! - DOD Cloud Infrastructure as Code
e Onlydecentralized laC baseline with ATO; 132 Common Controls

Azure

e OnlylaC baseline available in Azure Marketplace
o AWS Marketplace planned for FY22

e OnlylaC baseline developed under CRADAs w CSPs

O  Wewill help deploybaseline in one 3-4 hour sessionforfree
O Completeddeployments for 13 DoD orgs
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DISA_  \hatis DoD Cloud 1aC?

DoD Cloud laC are baselines that leverage laC automation to generate pre-configured,
pre-authorized, Platform as a Service (PaaS)-focused environments. Whenever possible,
DoD Cloud laC leverages security services offered by Cloud Service Providers (CSP) over
traditional data center tools. DoD Cloud IaC helps customers adopt cloud faster.
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DEH\\ DoD Runningto PaaS & SaaS
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Genshinlmpact.exe X

9 Sormy, this application canmot run under a Virtual Machine.

QK

Traditional laaS Shared Responsibility Model (SRM)

6% laaS CSP Common Controls, 94% Mission Owner Responsibility
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Why CSP Platform as a Service (PaaS)?

PaaS offerings are the focus of cloud innovation

Patching is the responsibility of the CSP (No ACAS)
Host-based security is the responsibility of the CSP (No HBSS) on-site laaS PaaS

Hardening is mostly CSP responsibility (Minimal STIGS/SRGS)
Middleware integration is the responsibility of the CSP

EDaEES D

Middleware Middleware

0/s 0/s

PaaS Exam pIeS Virtualization

* Azure Database: SQL

» Azure App Service — App Hosting

» Azure Functions — Serverless (Backlog)
» Azure Kubernetes Service — Containers
» Azure loT—Internetof Things

» Azure PlayFab — Game Engine

» Azure Quantum — Quantum Computing
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Servers

AWS Relational Database Service
AWS Elastic Beanstalk Storage
AWS Lamba— Serverless

AWS Kubernetes Service — Serverless
AWS Greengrass - Internet of Things @ vou manage

AWS Lumberyard — Game Engine Service provider manages
AWS Bracket — Quantum Computing
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SaasS
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‘\Not Traditional Complianceand That’s Fine
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DIS[\\ Each Baseline Consists of...

( ‘ > laC Templates

Least Privilege Model

Security Policies

®®

CAC Authentication w/ DISA Global Directory

<l||
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DIS[\\ Follows a CSP-Native Approach
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Perspective: Hybrid/multi-cloud adoptlon continuum

Best of breed

Cloud agnostic

Typically laaS-only and select
platform, bolt on services with
custom development and embrace of
open source to the extent
that it does not promote vendor
lock in or reduce customer
environment control

Balanced to maximize optionality,
often going “all in” with a single CSP
vendor for hybrid cloud; opting for
partial public cloud deployment, e.g.,
Dev/Test only for innovation, on-
premise for stability operations
and cost control

Deep CSP service and platform
adoption (e.g., platform, Saas,
serverless) to maximize benefits of
public cloud; often embrace of
“Cloud First” policy for new product
development and
legacy transition

>
~

Maximized environment control and
workload portability

Platform, product, vendor agnosticism

Limited exposure to certain next gen
services and cloud
native capabilities

Examples:

Top 3 Global Cards and
Payments company

Increased ability to enable cross-
environment consistency

CSP offerings for hybrid only adoption,
e.g., Outposts, Anthos

Increased ability to enable cross-

i environment consistency

Flexibility to pick the right
architecture choice against cost and

technical criteria

US Defense Agency
Global Payments Processor

Increased speed to market by choosing

“Buy” vs. “Build”

Opportunity to focus on product
differentiation, minimize commodity

Increased CSP lock in from leveraging
abstracted, vendor managed services

US Retail Bank
Global media & entertainment co.
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~ DoD Cloud laC - Consumption Options

Centralized

o Baked into a Platform: Incorporating elements of the DoD Cloud laC baseline
(e.g. Security Policies, PaaS laC) and offering as part of a larger platform

o Peered to SCCA Provider: Building the environment using DoD Cloud laC
baseline and then peering to an existing SCCA provider for VDSS and VDMS

services leveraging a Cloud Access Point (CAP)

e Decentralized Cloud Operator: Deploying the DoD Cloud laC baseline to their
own tenant. Provides VDSS and VDMS services locally using DoD Cloud laC
CSP native security services, including CSSP integration. Can operate on
DODIN w/ a CAP or on Internet w/ a Cloud Native Access Point (CNAP)

Anjiqisuodsay

Decentralized
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oD Cloud laC for AWS - Cl/CD

Users
Push/Pull

Create Stack Approve Delete Stack
Code Build Static Analysis Validation Test
CoK Lambda e 7T Stigk  “lovaonmstion
Build Test
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. DoD Cloud laC for Azure CI-CD

Azure DevOps Pipeline laC

CI/CD architecture overview

-
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Pl Azure Anfacts ne
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« Leverages Azure DevOps (ADO) A9 %
« Planning for Github AE if available at . N )
reasonable cost - s = LA W
o GitHub AE currently has a 500-user = [=— * (@
minimum per instance e s | T o
o Does not fit DoD Cloud laC low-cost, small S ‘ =
team model . E=Pl ()
g [ et wrswe LA | e
=] OeprtounT F;I Avchived Release

Public/Private
Artifact
Repository
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DIS[\\ laC in Use: Blue Heron C2 System for OAR

TRANSCOM Air Mobility Command (AMC) built a
Command and Control (C2) system in 16 days w/ 3 FTE
and a 10k budget to support OPERATION ALLIED
REFUGE in Afghanistan

The DoD Cloud laC for Azure baseline was used to
deploy a serverless architecture to scale from pilot to
productionin 72 hours
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DIS[\\ laC in Use: Blue Heron Architecture

e Azure Maps - Geospatial visualization

e Azure Firewall & Azure Web Application Firewall -
Network Defense & CNAP

e Azure Active Directory w/ Global Directory -
Authentication

.......

: : . Azure M
e Azure App Service, Azure Functions, Azure SignalR - ..
App Hosting S ———
e Azure Cosmos DB & Azure Redis - Database hosting D
L} 5= @ il @
Blue Heron Applcation
A—2 2 -O—0O—8 @
Azure App Cosmos Fumctions  Key Vault :"z::’ In:;;:'.s

Cloud 1aC: Zero Trust, Secure Azure Configuration, Logging, Monitoring, Incident Response

& - o:: (=)
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Take a
“PaaS-First”

approach

Lean forward don’tbuild
yesterday’s Landing
Zone tomorrow

UNCLASSIFIED

Don’t start
from scratch

Leverage existing
platforms orlaC
baselines; use that
savingsto improvethe
missionapp
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Free the cloud!

Give mission owners
optionsto improve
technologyto the
walrfighter
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Looking for more on laC? Connect with the HaCC today...

www.HaCC.mil
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http://www.hacc.mil/
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency
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